International Journal of Operations Management nesearcnlinp

Volume 1, Issue 2, January 2021, Pages 30-37
DOI: 10.18775/ijom.2757-0509.2020.12.4004
URL.: http://dx.doi.org/10.18775/ijom.2757-0509.2020.12.4004

Selected Aspects of Information Security Management in Entities Performing
Medical Activity

'Dominika Lisiak-Felicka, > Pawel Nowak, * Maciej Szmit
2 Department of Computer Science in Economics, University of Lodz, Poland
3 Department of Computer Science, University of Lodz, Poland

Abstract: The article is devoted to the issues related to an information security management in medical entities. The
healthcare entities have been amongst the prime targets for hackers for several years. According to the IBM report "The
2016 X-Force Cyber Security Intelligence Index" in 2015 most of the attacks were carried out against these entities.
The years 2016 and 2017 also witnessed spectacular cyberattacks, for example: medical records breach of 3.3 million
people because of an unauthorized access to a server in the US, some WannaCry ransomware attacks on the UK hospi-
tals, some MongoDB Database Leaks in the US or NotPetya ransomware attacks in the US hospitals. Entities perform-
ing medical activity are processing personal data concerning health that is classified as a “sensitive data” and needs a
special protection. The article presents the results of the survey — interviews with IT managers (or designated persons)
in entities performing medical activity in Lodz Voivodeship in Poland. The aim of the research was analysis and eval-
uation of information security management in these entities. The interviews had been performed between December,
2017 and January, 2018. As the results of the research, the ways of information security management were identified
(in particular such aspects as: characteristics of the information security teams, information security management sys-
tem auditing, risk management, information security incidents, budgets for information security, training and the Gen-
eral Data Protection Regulation implementation). The paper also describes the types of information that should be
protected in healthcare entities and characteristic of surveyed entities that subordinate to the local government of Lodz
Voivodeship in Poland.
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1. Introduction

In Poland the issues related to information security management in entities performing medical activities are important
in the context of:

e personal data protection, including sensitive data (especially in connection with an implementation of the General
Data Protection Regulation (GDPR, 2016),

e implementation of the patient's right regarding access to medical records and medical confidentiality,

e protection of personal rights that are listed in article 23 of The Civil Code (Lisiak-Felicka, Zajdel-Catkowska,
Zajdel, 2017).

1.1 Health information

Entities performing medical activities are processing health information. There is a lot of definitions of this concept.
For example, the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) (GDPR, 2016), (Voight, von dem Bussche, 2017)
defines “data concerning health” as a personal data related to the physical or mental health of a natural person, including
the provision of health care services, which reveal information about his or her health status.
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Furthermore, standard ISO/IEC 27779:2016 defines “personal health information” as information about an identifiable

person that relates to the physical or mental health of the individual. It may include:

The standard gives guidelines for organizational information security standards and information security management
practices, including the selection, implementation and management of controls taking into consideration the organiza-
tion's information security risk environment (ISO 27799:2016). It also specifies types of health information that should
be protected. Figure 1 presents these types. It should be noticed that this standard applies to health information in all its
aspects (words and numbers, sound recordings, drawings, video and medical images), whatever means are used to store
it (printing, writing on paper, electronically) and whatever means are used to transmit it (by hand, fax, computer net-

information about the registration of the individual for the provision of health services,

information about payments or eligibility for health care in respect to theindividual,

a number, symbol or p

any information about the individual that is collected in the course of the provision of health services to the individ-

articular assigned to an individual to uniquely identify the individual for health purposes,

information derived from the testing of examination of a body part or bodily substance,

identification of a person (e.g. a health professional) as provider of healthcare to the individual.

works, post).

personal health information

pesudonymized data derived from personal health information through
some methodology for pseudonymous identification

statistical and research data, including anonymized data derived from
personal health information by removal of personally identyfying data

©eeee

clinical/medical knowledge not related to any specisic subjects of care,
including clinical decision support data

data on health professionals, staff and volunteers

information related to public health surveillance

audit trial data, produced by health informations ystems, that contain
personal health information or pseudonymous data derived from
personal health information, or that contain data about the actions of
users in regard to personal health information

© © 66

system security data for health information systems, including access
control data and other security related system configuration data, for
health information systems

Figure 1: Types of health information that should be protected according to ISO/IEC 27799:2016.

Source: own preparation on the basis of the ISO/IEC 27799.
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Issues related to the management of information security in medical entities are the subject of many surveys conducted
in many countries (Chen et al., 2010), (Hou, Gao, Nicholson 2018), (Mehraeen, Ayatollahi, Ahmadi, 2016), (Sénchez-
Henarejos et al., 2014), (Woo-Sung, 2010), (Zammani, Razali, 2016), (Zarei, Sadoughi 2016).

1.2 Information Security Incidents in Medical Entities

According to the IBM report “The 2016 X-Force Cyber Security Intelligence Index” in 2015 most of the attacks were
carried out against medical entities (IBM, 2016). The media are increasingly informing about attacks on hospitals. Some
examples of spectacular cyberattacks from years 2016 and 2017, are indicated below:

e In May, 2016 there was a breach of medical records of 3.3 million people in the US. Cybercriminal gained unau-
thorized access to a server that containing personal data (Abel, 2016);

e In June, 2016 an Arizona-based healthcare provider, disclosed a cyberattack that had compromised the records of
3.62 million patients (Alltucker, 2016);

e In February, 2017 due to a misconfigured MongoDB data on almost 80,000 individuals was exposed on the Internet
at Emory Healthcare (Haber, 2017);

e In May, 2017 there were some WannaCry ransomware attacks. A massive ransomware attack had shut down work
at 16 hospitals across the United Kingdom (Brandom,2017);

e In June, 2017 there was a NotPetya ransomware attacks in the US hospitals (Glaser, 2017).

In Poland there were also some spectacular attacks, for example leak of sensitive data on approximately 50,000 patients
of the Independent Public Health Care Center in Koto (Heartle, 2017) or data leak of hundreds of patients from dozens
of hospitals on the server of external company serving hospitals (Maj, 2017).

1.3 The Subject of The Research

The organization and scope of the healthcare system operation in Poland follows directly from Article 68 of the Consti-
tution of the Republic of Poland of 2nd April 1997 (Constitution of RP, 1997) that provides all citizens with health
protection through equal access to public funded healthcare services. The main load of healthcare organizations falls
on local government units (including at the level of primary healthcare, outpatient specialist care and hospital care), and
the basis for its financing are public funds (e.g. health contributions of citizens through the National Health Fund, state
budget funds and own resources of local government units). The method of financing health services results, among
others, from the Act of 27th July, 2004 on health care services financed from public funds (UoSOZ, 2004), the Act of
15th April, 2011 on medical activities (UoDL, 2011) and Acts of local government: the Act of 8th March, 1990 about
the municipal local government (UoSG, 1998), the act of 5th June 1998 on the district local government (UoSP), the
act of 5th June 1998 on the voivodeship local government (UoSW, 1998). Local government of the Lodz Voivodeship
implementing its statutory tasks (UoSW, 1998), at the end of June 2017 launched 10 multi-department hospitals (within
which there are 3 care and treatment facilities), Voivodeship Center of Occupational Medicine, Voivodeship Emergency
Medical Station and Independent Public Health Care Center PABIAN-MED. There were 11,655 people employed in
these entities (including: 1297 doctors, 4,191 nurses and 417 midwives). The Statistical Bulletin of the Ministry of
Health shows that subordinate institutions of the local government of the Lodz Voivodeship provides more than half of
hospital beds (6,248 of 12,573 (CSIOZ, 2017, p. 72) in the region, 295 places in day wards and 40 dialysis stations
(Regional Information Service, 2018). This means that with an average occupancy of 47.3 people per bed in the region
(CSIOZ, 2017, p. 65), it gives about 250,000 patients in the hospital wards, and together with hospital outpatient clinics
and emergency medical services, over 1.5 million people whose personal data (including sensitive data) go to IT systems
operating in healthcare entities subordinate to the local government of the Lodz Voivodeship. Figure 2 presents all
entities subordinate to the local government of the Lodz Voivodeship.
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Hospitals (within which there are 3 care and treatment facilities)

*Szpital Wojewodzki im. Jana Pawta II w Belchatowie,

*Wojewaddzki Specjalistyczny Szpital im. M. Pirogowa w Lodzi,

*Wojewddzki Zespot Zaktadow Opieki Zdrowotnej Centrum Leczenia Chorob
Phuc i Rehabilitacji w Lodzi,

*Wojewodzki Specjalistyczny Szpital im. dr Wi. Bieganskiego w Lodzi,

*Specjalistyczny Psychiatryczny Zespot Opieki Zdrowotnej w Lodzi,

*Wojewddzkie Wielospecjalistyczne Centrum Onkologii 1 Traumatologii im. M.
Kopernika w Lodzi,

*Samodzielny Szpital Wojewodzki im. Mikotaja Kopernika w Piotrkowie
Trybunalskim,

*Szpital Wojewddzki im. Prymasa Kardynala Stefana Wyszynskiego w
Sieradzu,

*Wojewddzki Szpital Zespolony im. Stanistawa Rybickiego w Skierniewicach,

*Wojewddzki Szpital Specjalistyczny im. Marii Sktodowskiej - Curie w
Zgierzu,

‘ Voivodeship Center of Occupational Medicine

*Wojewddzki Osrodek Medycyny Pracy Centrum Profilaktyczno-Lecznicze
w Lodzi,

‘ Voivodeship Emergency Medical Station

*Wojewddzka Stacja Ratownictwa Medycznego w Lodzi,

’ Other

*Samodzielny Publiczny Zaktad Opieki Zdrowotnej PABIAN-MED
w Pabianicach.

Figure 2: Entities subordinate to the local government of the Lodz Voivodeship.
Source: own preparation on the basis of Regional Information (Regional Information Service, 2018).

2. Method of The Research

The aim of the research was analysis and evaluation of selected aspects of information security management in entities
performing medical activity. The research has been conducted using a CATI (Computer Assisted Telephone Interview)
method between December, 2017 and January, 2018. The questions were related to:

. characteristics of the information security teams,

. Information Security Management System (ISMS) auditing,
. risk management,

. information security incidents,

. budgets for information security,

. training,

. General Data Protection Regulation implementation (O’Connor, Rowan, Lynch, Heavin, 2017)
. number of employees in particular entities.

Among 13 entities, 10 agreed to participate in the research. Due to the anonymous survey and respondents' requests for
data anonymization in the next section names of units are omitted.
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3. Results

Among 10 entities, 8 have special information security teams. In the other 2 units there is only one person who is
responsible for information security. These teams consist of people from different departments, such as:

e IT department, HR and training department, maintenance department,

e IT department, HR department, maintenance department,

e IT department, HR department, administration department,

e information security administrator, personal security administrator, technical security administrator, IT security ad-
ministrator,

e HR department, administrative department, technical department,

e HR department, operating department, auditors,

e information security administrator, IT department, HR department, administrative and technical department,

e IT department, medical dispatcher, occupational health and safety, public procurement staff, secretary, external per-
son - GDPR, additional persons are appointed depending on the issues.

All of the entities conduct information security audits. A frequency of audits is as follows:

e once a year — 5 indications,

e minimum once a year — 3 indications,

e quarterly and temporarily as needed — 1 indication,
e according to the schedule — 1 indication.

The audits are external and internal (4 indications), only external (4 indications) and only internal (2 indications). Ex-
ternal audits are related to the ISMS certification. Audits are conducted by information security administrator with par-
ticipation of other employees, internal auditors and auditors from the marshal office. The audit teams also consist of
employees from the following departments: medical statistics, accounting, quality control, organizing. One entity spec-
ified that there are minimum 2 auditors from each department (defined in the information security policy) in the team,
the IT department employee is an accompanying person, and other people are involved in the audit team too. Next part
of interview focused on the issues related to information security incidents. A big discrepancies in numbers (due to the
problems with the classification of incidents) can be observed in the respondents’ answers. Three entities declared that
there have been no incidents for the last 12 months, the others declared that different numbers of incidents (from 1 to
almost 1700) were recorded. Table 1 presents the respondents’ answers.

Table 1: Numbers of information security incidents in the surveyed entities.

Numbers of incidents Numbers of indications

None

1

2-3

5-6

a few
800-900
around 1000
around 1700

P— e (D

Source:own research.

Only 2 units reported information security incidents to the police and prosecutors office. In the opinion of the other
respondents, there was no need to report incidents, because they concerned to minor offenses, failures, and oversights.
As the consequences of incidents occurred, the respondents indicated implementation of corrective actions, training
of employees and increased workload of IT specialists. In the 8§ entities the risk estimation process was implemented.
They use an author's methods adapted to the needs of the entity, a method developed by external company (for certifi-
cation) or a method prepared by marshal office. Other units are working on the implementation of the risk estimation

34
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method. Respondents had many problems with questions regarding the budget for information security. Four of re-
spondents declared that it is 0.1-0.2% of all entity budget. Others respondents were unable to specify the annual amount
allocated for information security. However, all agreed that the particular budgets for information security are insuffi-
cient. Six respondents described the allocation of the budget. Funds are spent on:

e hardware, training, maintenance,

e training, auditors training

e training, software hardware,

e software, training, hardware, adjustment of documentation, physical security equipment,
e software,

e training, physical security equipment.

Training in information security, information system security and personal data protection have been conducted in the all
entities. Two respondents declared that there is a problem with the training of all employees. Entities conduct training
employees when they hiring them and also periodic training (in 6 entities) is carried out. Four of the entities declared
that they plan to conduct training in the near future. An external and an internal training were conducted in all units, but
external were mostly for the management, auditors and information security administrators. Respondents were asked
about the General Data Protection Regulation implementation. Answering the question about determining the degree
of preparation for introducing changes resulting from the GDPR, six respondents defined this grade at 3, three respond-
ents defined this grade at 2, and one of the respondents indicated the lowest degree. As the biggest problems in imple-
mentation they indicated: lack of financial and human resources, barriers of awareness and ambiguity and fluctuation
of the law. The last question concerned to a size of surveyed units in terms of the number of employed persons. Figure
3 presents the numbers of employees in surveyed entities.

101 to 500 employees 2
501 to 1,000 employees 6
1,001 to 2,000 employees 2

numbers of entities

Figure 3: Numbers of employees in the entities. Source: own research.

4. Discussion and Conclusion

It could be concluded that the ways of information security management (in terms of the surveyed aspects) are different
in different surveyed entities. The main concern is ensuring of information security by one person (there were two
cases among surveyed entities). It is impossible to individually operate correctly in entities with several hundred or a
thousand employees. Particularly noteworthy is also the large discrepancy in the numbers of information security inci-
dents. It may be a result of inappropriate classification of incidents or different interpretation of the incident definition.
It is also necessary to devote adequate resources from the budgets to manage information security. All respondents
declared that the available financial resources are not enough. These resources should be allocated not only for software,
hardware and training, but also for support of IT administrators. In the respondents’ opinion the management staffs usu-
ally have a problem with understanding that teams have too few members and the scope of duties is increasing (moni-
toring responsibilities are increasing, administrator's work is needed non-stop, often there is a need for an immediate
reaction to the incident). In order to ensure proper protection, it is necessary to allocate financial resources for the exten-
sion of information security teams. The lack of efficient information security management in medical entities may con-
tribute to the incidents occurrence in future. The results of the research are consistent with the results of 2018 HIMSS
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Cybersecurity Survey (HIMMS, 2018) in which the biggest barriers for cybersecurity incidents management is lack of
appropriate cybersecurity personnel (52.4%) and lack of financial resources (46.6%). In the context of further research,
survey in the entities performing medical activity from the other voivodeships is planned.
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